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CyberScrub Privacy Suite v4.0
Quick Start Guide

Quick Start Welcome Window

Upon starting CyberScrub Privacy Suite, the Quick Start welcome window will present options for
cleaning deleted files, eliminating traces of online and computer activity or removing sensitive
files Select the last option for a full range of features. Be sure to check the box at the bottom so
that the Quick Start window will present itself upon initiation of the program. It is highly
recommended to use this screen until you have a thorough understanding of the program.

Quick Start Privacy Suite - Professional Edition ﬁ
_ ALyberScrub’

QUICK START
,_\ Protect your computer and Internet privacy

Internet zites monitor and track your zufing habitz without pour knowledge or permizzion. Few realize
| even picture they view iz written to their hard drive. The Privacy Guard removes all traces of vour anling

|
.' activity, It alzo eliminates other information stored by Windows, such az the swap/paging file, index. dat,

temp filez, Recent Docs, sensitive data from popular applications, including Peer2Peer toolz, and more.

\ Erase specific files and folders beyond recovery
Select thiz option for the onginal zecure erazure of files & folders. For example, if you have a folder with
financial documentz and tax returnz, you may want to destroy that data prior bo releazing your PC to a
zemvice technician,

Remember- "delete" does not mean "eraze’’. Deleted data can be eazily retrieved uzing zimple tools.
|lze Eraze Beyond Recovery to enzure that even the most advanced methods will not recover pour
previouszly deleted data.

Start Privacy Suite with a full range of features

|,_-.‘ |
I,g% '| Erase previously "deleted” files heyond recovery
Iﬁ |

B Show this Tock Starf Screen at Start g
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Main CyberScrub Privacy Suite Window

The Main window is the primary starting point for running Privacy Suite. This window consists of

four areas:

1. Left Icon Buttons

2. Top Function Buttons

3. Top Menu Items
4. File/Folder Details Screen and Drag/Drop Area
|Privacy Suite - Professional Edition g (m
File Erase View Tools Help
ALyberScruby

Recyele Bin Files

Deleted Email

Product News
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Files & Folders

Erase Beyond

Name

Type Size | Modified At Full Path

Recovery

Privacy Suite - Professional Edition

0 object(s)

Security levels Stop Hardware Recavery (DoD)

How to Delete Files & Folders
Files and folders can be deleted by the following methods:
e Right clicking on the item and selecting Erase Beyond Recovery
e Dragging and dropping items directly onto the main program window and selecting Erase

All

Selecting items by using the Item List from the Erase menu
Choosing a file or folder in Windows Explorer, then right clicking and selecting Erase All

Open
Explore
Search...

Sharing and Security..,
Erase Bevond Recovery
Send To

ok
Copy

Create Shorkout
Delete
Rename

Properties

ler.ﬁ.rt

Right clicking on a file or folder provides access to the context menu.
Simply select Erase Beyond Recovery, and then “Erase All” when
prompted.

Copyright 2005 CyberScrub LLC 3
All Rights Reserved



CyberScrub Privacy Suite™ Quick Start Guide

Program Section One- Left Icon Buttons

Icon Button: Privacy Guard

The Privacy Guard will seek out and destroy the contents of folders that monitor and track your
Internet usage and computer activity. It will also erase the Windows "hidden" or "locked" files and
other data stored without your knowledge. You may also customize this feature to target specific
files or folders that may contain sensitive information. The Privacy Guard has two options from
which to operate these wipe procedures:

The Basic mode will run all the pre-configured defaults.
This option is recommended for most users.
The Advanced mode allows you to choose your own options for the Privacy Guard.

Privacy Guard

_ AlyberScrub®

THE PRIVACY GUARD

The Privacy Guard erases
sengitive data from vour Windows ==

and Intemet activity. This Bl Selecting the Basic button, all the pre-configured defaults will
infarmation, uged to monitor and [ = | run automatically.

track your habitz, has been placed \ * /

ah your computer without your /

knowledge or permission. \H—/

Recommended for most users.

The Privacy Guard will also rid R

your computer of "locked"

Windows files that wou are not

able to access, such as the =

swap/paging file or index.dat. By zelecting the Advanced buttan you will be able to set pour own
[ 1 | settings and options

The Privacy Guard wil not erase i 1111 l /

files and data you have saved, or \J

are needed for normal operation,

Advanced

Cancel l (?_,’ ‘ | LBk h = l

The Advanced mode contains the following tabbed modules:

Windows Sensitive Areas

Select this option to remove sensitive information the Windows operating system has stored on
your computer without your knowledge or approval. You can clear sensitive information from the
swap/paging file, delete temporary files created by applications, destroy evidence of your
previous activities, delete Thumbs.db files etc. This will allow you to protect your computer
privacy.

Browsers Sensitive Areas

Your computer documents not only your web browsing activity (sites visited, etc.) but retains any
picture, video or graphic previously viewed for easy and fast retrieval. Select this option to
remove all traces of your Internet activity: history, cookies, text, pictures and sounds. This area
protects your Internet privacy.
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Applications Sensitive Areas

Use this option to remove sensitive information from the popular applications and programs
installed on your computer (e.g. AOL Messenger, ICQ, Windows Media Player, Real One Player,
MS Office, Adobe Photoshop and many more).

Peer2Peer Sensitive Areas

Use this option to remove sensitive information from the popular Peer2Peer applications and
programs installed on your computer (e.g. Kazaa, Kazaa Lite, iMesh, Napster, Morpheus, Direct
Connect, Limewire, Shareaza, and many more).

News and Email Readers

Use this option to remove traces of newsgroup activities (messages, binaries, etc.) and deleted
email messages from popular news and email programs (Outlook Express, Agent Newsreader,
Eudora etc.). The available news and email programs are displayed in the News & Email Readers
area, in the Privacy Guard.

Custom Sensitive Areas

The Privacy Guard allows you to target and destroy specific files, folders and Registry
entries/keys. You can use this special feature to erase files and folders that usually contain
sensitive data (such as password files, business plans, trade secrets, financial records, etc.). You
can also eliminate data from registry entries that may contain sensitive information. If you want
find out how to create new custom sensitive areas, please read the Creating Custom Sensitive
Areas from the program Help section.

Press the Start button to erase the selected sensitive information. The data will be destroyed in
accordance with the specified erasure setting.

NOTE: After running the Privacy Guard you will be prompted to restart your computer. This step
is necessary to delete certain "locked" Windows files.

Privacy Guard
®
— AflyberScrub
Windows “ifindaws | Browsers ” Applications || FeerzPeer " Mewes and Email Readers " Custom|
Sensitive Areas Alternate data streams {on WTFS drives only

U se this option to remove ¥l Find Computer dialog box
senzitive information the V| Find Files dialog hox

‘Windows operating system V| Recently Used Documents

has stored an your compter
without pour knowlegde or
pErmiszion.

Start menu recent programs (indows XP only)
¥ Ternporary files created by program applications
V| The list of Most Recently Used files and folders (Nindows XPi2000)
| The list of programs from the Start menu = Run command
Thurmbs.db dindows =P ol
Wl Windows Application Logs
v Windows swap/paging file

Tab Activation

Select components to clean

M Windows
o Browsers
M Applications
M PeerzPeer

B Mews and Emai Readers Fropeities |

M Custom

Cancel l @ ‘l < Back
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NOTE: You should check only the applications and programs that are installed on your computer.
A warning message will appear once you select an application or program that is not installed.

After selecting an application (already installed on your computer), the 'Properties' button will
allow user to set his own erasing options for that application.

Icon Button: Files & Folders
This feature allows you to add specific files or folders to the Main program window for secure
deletion.

Icon Button: Erase All
This feature will remain inactive until a file or folder is placed in the Main program window.
Utilizing this button erases data from items appearing in the Main screen details window.

Icon Button: Erase Beyond Recovery

This feature ensures that previously “deleted files” are removed from your computer beyond
forensic recovery. The Erase Beyond Recovery feature was designed to help you eliminate any
sensitive information stored in these areas of your disks:

- The contents of the files stored in the Recycle Bin

- The free space on drives. (This ensures that the contents of previously deleted files are
destroyed beyond recovery. The existing files on drive are not modified.)

- The file's slack, without modifying the files themselves. (This ensures that any sensitive
information that happens to be located in the slack portion of a file is not recoverable.)

- The file attributes that might reveal the identity of the erased files or folders by destroying
(scrambling) files and folders properties (name, date, size, etc.). (This ensures that the file and
folder properties on FAT or NTFS drives are properly destroyed and cannot be recovered.)

Erase Beyond Recovery
@
_ ALyberScrub
Eraze’Beycnd Recovery O estaw allfiles from the Hecvele Bin beyond recavery:
Deleting a file uging the B Eliminate the deleted information on the following drives:
Windows operating system o
does not remave the file 4 B Floppy (4] ]
cantents fram yaur hard drive. It V| s LUC_al DIS_k C)
simply prevents you from “e project Disk D)
accessing the file. As a result, o5 DVD/CD-RW Dirive (E:)
sensitive and private information <o Local Disk [G:] B
can be easily recovered, el
The Erase Beyond Recovery o Wipe the free [unused) disk space
feature ensures that previously [ 'Wipe the slack of existing files (slower)
deleted files are removed from
your cormputer beyond forensic O Scramble files and folders properties [name, date, size...]
recavery.
By selecting the proper erasure setting, you can prevent even the most
advanced and sophisticated recovery methods from retrieving vour data.
| Erasure Seftings... | | Fricrity Settings |
_—_ ]
Cancel I (9 \ | Start l

Always close any open applications prior to running Erase Beyond Recovery.
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Program Section Two — Top Function Bars

Function Bar: Recycle Bin Files
This feature allows you to securely erase all files and folders that are currently in the Recycle
Bin. Once these file are erased, they can not be recovered.

Function Bar: Deleted Email

When you delete an email message from Outlook Express, Microsoft Outlook, Netscape Mail or
other mail programs, the message is moved to a special folder called "Deleted Items" or "Trash"
and is not removed from disk. Even if you empty the "Deleted Items" or "Trash" folders, part of
the original message may still remain stored on disk. CyberScrub Privacy Suite is able to
thoroughly rid your disk of discarded email.

Deleted Email

_ _ AlyberScrub’

Select Email Client:

DELETED EMAIL Microsoft Outlaok {4
"Deleted" email is retained on
your computer.

Microsoft Dutlook
‘When pou delete an email
message it iz moved to a special Stepl: Open the Outlook Tools menu and select "Empty the Delsted
folder called "Deleted Items" or Items Folder".
"Trazh', Even if pou empty thiz
folder part of the original meszage Step2: Open the Dutlook File menu and select "D ata File Management",
may zhill remain on the disk. Select the data file to compact, and then click Settings. Mow click

"Compact How",

———
Cancel l @ | - Back l | Next > l

Function Bar: Safe
The Safe feature allows you to encrypt data to prevent access by unauthorized individuals.
Simply select the files and folders you wish to put into the Safe, and press Encrypt.

NOTE: The first time you choose to encrypt a file or folder you are asked to enter a password and
choose the desired encryption method. You will be asked to re-enter this password the next time
you open the Safe.
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|@ Privacy Suite Safe Q m|

L rScrub®

'd My Camputer 1) [5afe]
5 3% Floppy [&:]
[+ Local Disk [C:]
[#-gaa project Disk [D:]
Lo DVD/CD-Rw Drive [E)
5 Passward 2]
[+ Local Disk [G:]
g Local Disk [H:)
El-[} Contral Panel
@ Mastor Locked Drives
- Shared Documents
) Guest's Documents
) IT Department's Documents
) At Department's Documents
[-{3) wsa's Documents

_DgleLe_Driginas | _ Encrypt >> ||l ceDecmnt, -|| yLelete from Sate l
:..Qﬂi?ﬁi; . Encryption method: AES 256

If you wish to decrypt any of the files or folders you put in the Safe, just select them and click
Decrypt. The Delete button removes an item from the Safe, erasing it beyond recovery. Recrypt
will encrypt the selected files and folders again, allowing you to select a different method for
encryption. Selecting the Options button from the main Safe window allows you to change your
password, password hint, and encryption method.

-
Privacy Suite Safe Settings
= Safe Settiﬁgs . —Change Pagzsword
Security Settings
Confirmations Pleaze enter the new pazsword that will be associated to

the: entire 5 afe.

Hew Passwold:l |

Confirm Password:l I

Type a word or phraze to use az a pazzword hint, & password hint
can help a person remember hiz or her paggword,

The pazzwaord hint will be vizible to everyone who has access to
CyberScrub Privacy Suite.

—Encipption Method

Pleaze zelect the encryption method used to encrypt
data i the 5 afe.

| AES 256 [>]
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Program Section Three — Top Menu Items

Menu Item: File
This feature allows you to exit the program.

Menu Item: Erase
This allows access to all the erasure related tasks and functions. Each area is listed below:

Items List - This feature allows you to add files or folders to the Main program window for secure
deletion.

Privacy Guard — (Also available from the left side Icon Buttons) This feature allows you to
remove all traces of your online and computer activity. Always close any open applications prior
to running the Privacy Guard.

Erase Beyond Recovery - (Also available from the left side Icon Buttons) This feature ensures
that previously deleted files are removed from your computer beyond forensic recovery. You can
select specific drives to utilize various options such as wipe free space and file slack, and
scrambling file and folder properties.

Erases Options - There are three Option Categories: Configuration, Erase Options and
Automation Options.

Configuration
e The General page of the Configuration dialog box contains several options that you may
modify.

1. Automatically show dialog box- chooses which dialog box you want to be
automatically displayed on start-up (Add Files, Add Folders or Search for Files).

2. Display file association icons - if this option is enabled, icons are shown next to
each entry in the Main list box to indicate whether a file is executable or has an
association.

3. Warn user when adding a file already in list - if this option is enabled, a warning
dialog box is displayed when the user tries to add files or folders that are already
in the main list box.

4. Always on top - if this option is enabled, the Privacy Suite Main window has the
"always on top" attribute, so it is not overlaid by other application windows.

5. Save settings on exit - if this option is enabled, options are automatically saved
when the user quits the program.

6. Start Scheduler on Windows Startup - when this option is enabled, the Scheduler
automatically starts on Windows Startup.

e The Shell page of the Configuration dialog box contains options for accessing the
program through the right click context menu.

e The Password page of the Confirmation dialog box allows for the restriction of the
program to authorized users only.

e The Permissions page of the Confirmation dialog box allows Administrator control over
which Windows User accounts have access to program tasks and functions.

e The Priority Settings page of the Confirmation dialog box allows the user to determine
the Priority Suite’s allocation of system resources.
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Erase Options

The Actions page of the Erase Options dialog box allows the user to set certain wiping
and scrambling actions for the program.

The Confirmations page of the Erase Options dialog box allows the user to select which
actions are confirmed during the running of the program.

The Preferences page of the Erase Options dialog box allows the user to set error
message actions, log file creation and other miscellaneous features.

The Security Level page of the Erase Options dialog box allows the user to view and
select the desired wiping (erasure) procedure. All methods and their particular details are
available through the Change method button. CyberScrub recommends using either the

Bruce Schneier method or the 3+7+3 method, which are both extremely secure and

relatively fast.

Security Level (Wipe Method)

Stop Software Recovery Tools

for nomal & compressed drives

Please select one of the availahle wipe methods:;

Stop Hardware Recovery (DoD)

NAVSO P-5239-26 (RLL) (3 passes) A high gecurity [and slower] ¥ pazs zanitize method, ~

for normal & compressed drives | | matching the U.5. Department of Defense standards (DOD [
5220.2244]. The method iz implemented as described

NBUSCLE: 5230.9h {MFM) (3 passes) belows 1. Randomly generated character &; 2.

Torhormal Socmpressed-diives Complemnent of character &: 3. Randaomly generated data

Russian GOST P50739-95 stream 4. Randomly generated character B; 5. Randomly |

for normal drives generated character C; B, Complement of character C; 7. VI

German VSITR

for nomal drives

A

A B Crhnaiar'e slaarithm (7T naceac)

[DKLC_‘E)

i Cancel

Security Level: HIGH
Stops software recovery (unerase) tools: YES
Stops recovery via hardware tools: YES

[ ' Works with compressed drives: YES

| New Method... | Leleteddethod | Editibdethiade.

Automation Options

o If the process requires restart - this option allow you to specify what needs to be done in
case one of the running process needs to restart your computer immediately, to not
restart immediately, to ignore locked files and don't restart or to show a restart dialog
(asked if you want to restart).

e Atthe end of the entire process - this option allows you to specify what should be done at
the end the entire process. You may choose to have your PC shut down , Don't shut
down, just close the progress box (meaning that your computer will not be powered off,
but that the Privacy Suite progress window will be closed), or do nothing..

Menu Item: View

This feature allows the user to set the details of the information as it is viewed in the File/Folder

Details and Drag/Drop area of the Main program window.
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Menu Item: Tools
This feature allows the user to access the Scheduler and the Safe features of the program.

Scheduler —

Use the Scheduler to run CyberScrub Privacy Suite at a specified time/event or when the
computer has been idle for a number of minutes.

The Scheduler allows for better management of system resources while keeping your
computer secure. You may, for example, run CyberScrub Privacy Suite at times when
the computer is not in use, or when it has been idle for a number of minutes.

The Scheduler window allows you to view and control created tasks using the buttons on
the left of the screen.

New Task opens the windows which will guide you, step by step, in creating a new task.
The Delete button will delete the selected tasks.

Properties will display the properties of the selected task, and allow you to modify them.
Create Shortcut will create a shortcut for the scheduled task and allow you to execute via
keyboard combinations. You could, for example, create a “panic key” this way.

Run will start the selected task.

2 Privacy Suite Scheduler Q

_ ALyberScrub®

Task Mame Schedule Mext Run Time Last Run Time

| Mew Tazk | | Froperties | | B | | [elete | | Create Shortout |

@)

Safe —

This is an alternative path to the Safe. Please see Function Bar: Safe in Section 2.
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Menu Item: Help
This feature allows the user access to many support features of the program including Help

Topics, FAQs (frequently asked questions), and the ability to actually submit a Customer Support
Ticket.

Support Module

Support Module

*r'ou will find the answer to many of your questions by accessing the Help Menu » Contents » Index. For additional
azzistance you may submit pour query below.

| Type of Support ™

Technical Support

Sales Support
“|Suggestions

Become an Alffiliate Partner

Tell a Friend

Other

-  -®>n°
| Cancel I @ | Submit I

Contact Information

Website: www.cyberscrub.com
Interactive Support Center: www.cyberscrub.com/info
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